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• Certain information in this presentation may outline Broadcom's general product direction. 

• This presentation shall not serve to (i) affect the rights and/or obligations of Broadcom or its 
licensees under any existing or future license agreement or services agreement relating to any 
Broadcom software product; or (ii) amend any product documentation or specifications for 
any Broadcom software product. 

• This presentation is based on current information and resource allocations and is subject to change 
or withdrawal by Broadcom at any time without notice. 

• The development, release and timing of any features or functionality described in this presentation 
remain at Broadcom's sole discretion. 

• Notwithstanding anything in this presentation to the contrary, upon the general availability of any 
future Broadcom product release referenced in this presentation, Broadcom may make such 
release available to new licensees in the form of a regularly scheduled major product release. 

• Such release may be made available to licensees of the product who are active subscribers 
to Broadcom maintenance and support, on a when and if-available basis. 

• The information in this presentation is not deemed to be incorporated into any contract.

Disclaimer
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New and Improved in the Kubernetes World 
VMware IaaS Control Plane

Cluster 
Autoscaler for 
Worker Nodes

vSAN
Stretched 

Cluster Support

Supervisor 
Certificate 
Rotation

VM Service 
Expanded 

Configuration
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Stay Close to Upstream Kubernetes
TKG Service Versions Decoupled From vCenter

Async releases align 
with upstream 
Kubernetes

Independent of 
Supervisor or
vCenter versions

Quickly deliver new 
Kubernetes version to 
consumers

6

Supervisor v1.26

Kubernetes 

cluster

v1.27.6

Kubernetes 

cluster

v1.26.10

TKG Service v1.0

TKRs Supported

v1.25.13 v1.26.10 v1.27.6

Supervisor v1.26

Kubernetes 

cluster

v1.30.1

Kubernetes 

cluster

v1.26.10

TKG Service v1.1

TKRs Supported

v1.26.10 v1.27.6 v1.28.9
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Easy Admin UI for VMs and TKG Clusters
Local Consumption Interface (LCI)

New User Interface 
for Core Service 
Consumption

Supports Complex 
VM and TKG 
deployments

Automatic YAML 
generation

Deploy Load 
Balancers and 
Persistent Volumes

7
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Backup & Restore VMs with your Kubernetes Tools
VM Service Advanced Data Protection Integration

Backup and restore VMs 
using Preferred VADP 
solution

Automatic re-creation of 
custom Supervisor resources 
upon restore

New API for manual 
troubleshooting

Backup of VM or entire 
Namespace

Requires no changes from 
VADP vendor 

8

VM

Backup using ADP

Backup includes everything needed to
restore VM and re-create Kubernetes
Objects in the Supervisor

vCenter

VADP Backup API

VM

Supervisor

VADP Restore API

Restore using ADP

Copy the VM files back and initiate 
auto registration with Supervisor

User Namespace

Backup Restore



Hardware 
Support
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High Availability DPU Configuration Keeps You Online… 
Dual DPU Support with vSphere Distributed Services Engine

High Availability 
with Active & 
Standby states

Brief interruption 
during failover

Does not fail back, 
other DPU just 
becomes standby

Protect against 
DPU failure or
loss of uplink

ESXix86

ESXi

Active

DPU

Isolation Layer

DPU ESXi

Standby

DPU
DPU

NSX vSphere Distributed Switch

vmnic0 vmnic1 vmnic2 vmnic3

vSphere Distributed Services Engine
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…or Increases Network Offload Capacity
Dual DPU Support with vSphere Distributed Services Engine

Second DPU can 
be used for an 
additional 
distributed switch

No failover 
between DPUs

Full isolation 
between switches 
and DPUs

Twice the offload 
capacity per host

ESXix86

ESXi

DPU

Isolation Layer

DPU ESXi

DPU
DPU

NSX vSphere Distributed Switch

vmnic0 vmnic1

vSphere Distributed Services 
Engine

NSX vSphere Distributed Switch

vmnic2 vmnic3

vSphere Distributed Services 
Engine
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Manage Multiple DPU Instances with a Single Image
vSphere Lifecycle Manager Dual DPU Support

Remediate Dual DPU 
Configurations
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Accelerate AI/ML Workloads & Address Workload Demands
Intel® Xeon® CPU

Built-in accelerators for:

• Intel Quick Assist Technology 
(QAT) 

• Intel Advanced Matrix 
Extensions (Intel AMX)

• Intel Advanced Vector 
Extensions ISA
(Intel AVX-512)

Take advantage of high-
bandwidth memory (HBM)

Accelerate AI/ML workloads 
and other high-performance 
computing (HPC) application 
demands.

Intel® Xeon® CPU

AI Workloads

ESXi
Cores + Accelerators

Intel AMXIntel QAT
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Drive Energy Efficiency From the Workloads Themselves
CPU C-State Virtualization

C-States allow 
workloads to 
invoke deep 
power saving 
modes in CPU

Significant 
power savings, 
especially for 
edge & telco-
type workloads

CPU

Core

C-State 
0

Core

C-State 
0

Core

C-State 
0

Core

C-State 
0

Core

C-State 
0

Core

C-State 
0

C-State 
6

C-State 
6

C-State 
6

C-State 
6

Workload triggers C-States

ESXi
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Scale Memory Capacity with Lower TCO
Memory Optimization with NVMe

NVMe devices help 
optimize server 
resource usage

Addresses core-to-
memory imbalance

More in-memory 
computing

Run more 
workloads with 
better CPU 
utilization!

ESXix86

Memory Hardware

DDR

NVMe

TECH PREVIEW



Guest OS & 
Virtual Hardware
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Virtual Hardware 21
Guest Operating Systems

Virtual Hardware Innovations Guest Services for Applications Performance and Scale

Latest Intel & AMD CPU support

Device Virtualization Extensions

Up to 128 PCI Passthrough 
I/O devices

Virtual HyperThreading

vSphere Datasets

Application-Aware Migrations

WSFC support using NVMe

Oracle Linux 9

Rocky Linux 8 & 9

Microsoft Windows 11

Microsoft Windows Server 2025

VMware ESXi 8

Up to 16 vGPU devices

Device Groups (DRS & HA)

High Latency Sensitivity with 
Hyperthreading

Up to 16 WSFC clusters per host

Virtual NUMA Controls in UI

Up to 256 NVMe 1.3 disks

OpenGL 4.3

UEFI 2.7A
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Reduce Application Admin Resistance to vMotion
vSphere vMotion Notifications

1
Scripts hooked 

into VMware Tools

2
Notified of 

pending migration
vMotion waits for 

script success

3
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LSI SAS to pvscsi;
Drivers are in Windows
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More Flexible vTPM Provisioning
vTPM on VMware vSphere

vSphere 6.7 and 7 
will simply clone 
the VM, as-is, an 
exact copy

vSphere 8 offers 
the choice to 
replace the TPM 
with a new, blank 
version

ovftool vTPM 
placeholder 
support, too



Lifecycle 
Management
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ESXi Minimum Memory = 8 GB
vCenter Server Sizing Choices = +2 GB
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Parting is Such Sweet Sorrow… Or Maybe Not!
Deprecations & Removals in vSphere 8

Deprecations

vSphere Update Manager baselines & APIs

Integrated Windows Authentication, direct RSA 
SecureID, and direct Smart Card Support

SD & USB-based Boot Devices for full install*

Legacy BIOS (move to UEFI & Secure Boot)

NPIV on Fibre Channel

CIM & SLP support

Support for newly end-of-life Guest OSes*

LSI SAS Guest OS SCSI Adapters

SDRS & SIOC for I/O Latency

Removals

TPM 1.2 Support

Direct support for end-of-life CPUs* (KB 82794)

Direct support for end-of-life I/O devices* 
(KB 88172)

Support for older end-of-life Guest OSes*
(Notable entries include MacOS, though,
KB 88698)

Local vSphere Client Plugins

Software FCOE Adapters, RoCE v1

Removal of 32-bit userworld/binary support

Fully supported until 
EOGS, won’t be in 

vSphere.next

No longer present in 
vSphere 8
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vCenter Reduced 
Downtime Update

vSphere Configuration 
Profiles

vSphere Lifecycle 
Manager

Minimal Downtime when updating vCenter

Migration-based update

Address security vulnerabilities quickly

Easy rollback if there is a complication

Complete Topology Support
Automatic Switchover

Desired state configuration 
management

Cluster-wide configuration

Monitor and remediate 
configuration drift

Cluster Baselines 
Support

Declarative cluster image lifecycle

Full stack firmware updates 

Staging and parallel remediation

Standalone hosts support

vSphere Live Patch
Enhanced Image 

Customization

inn
er

Keeping vSphere Updated
VMware vSphere Lifecycle
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Define & Enforce Configurations for ESXi Hosts
vSphere Configuration Profiles

Uses desired-state model 
for all configuration 
operations

Operates on clusters; 
supports vSphere 
Distributed Switch and 
vSAN

Requires Lifecycle 
Manager Image

Monitors & remediates 
configuration drift
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Distributed Resource Scheduler Is Smarter
vSphere Distributed Resource Scheduler (DRS)

vMotion & DRS updated 
to improve placement and 
performance

vSphere 8 now uses 
memory performance 
statistics to better map 
workloads to available 
hardware

Lifecycle Manager & DRS 
work together to avoid 
unnecessary vMotions
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Making Patching Easier
vSphere Lifecycle Manager

Stage Cluster 
Image Updates

Parallel 
Remediation

Standalone 
Hosts

Configurable 
Depots
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ESXi Live Patch
Partial Maintenance Mode
Workloads continue to run, but migrations and 
VM changes are disallowed while the 
operation is proceeding.

Faster & Less Disruptive
Virtual machine monitor changed underneath 
the running VM, a fast suspend and resume 
into the new code.

All On-Premises
While updates still can be retrieved 
automatically over the Internet, Live Patch 
operates completely within your private cloud.
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Patch vSphere Faster and Less Disruptive
vSphere Live Patch

Host enters partial 
maintenance mode

New mount 
revision loaded

New mount 
revision patched

VMs fast-suspend-
resume to consume 
patched mount 
revisionESXi

Mount Revision

processesfiles

New Mount Revision

processesfiles
Patch



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 30

Live Patch Eligibility & Compatibility
ESXi Live Patch

Can be applied to 
compatible builds

Some host 
configurations not 
yet compatible

Some updates will 
still require host 
reboots due to 
changes in other 
ESXi packages
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Take Full Control of Cluster Image Definitions
Lifecycle Manager Enhanced Image Customization

Override addon to 
remove or replace 
existing drivers and 
components

Able to remove:

Vendor Addons

VMware Tools

ESXi Host Client
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Workflow Managed Through Update Planner
VMware vCenter Reduced Downtime Update

Patching can use the same 
mechanism as upgrades 
and migrations

Needs temporary resources

Optional! Can still patch 
the traditional way
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Patches Performed Like vCenter Upgrades
VMware vCenter Reduced Downtime Update

Data Ver. 
(X)

Services

Config

Files
vLCM

Services

vLCM
Config

Files

Data Ver. 
(X+N)

Running vCenter Server Instance Updated vCenter Server Instance

Stage a new VM

Copy database and configuration data 
to new VM (everything still operational)

Cut over to new VM, new VM assumes 
old identity (short downtime)

Shutdown the old VM

STEP 1

STEP 2

STEP 3

STEP 4
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Recover Quickly From vCenter Patch Failure
Patching Resilience

Prompt to take a file-based 
backup before patching

Automatic Linux LVM 
snapshot taken on the VCSA 
prior to starting

Patching can be resumed 
or rolled back



vSphere with 
GPUs



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 36

Great Flexibility in Running Different Workloads on a Single GPU
GPU Profiles in vSphere 8

Virtual GPUs

Compute Application

4 GB GPU Memory

Machine Learning Application

4 GB GPU Memory

Graphics Applications

8 GB GPU Memory

Use different NVIDIA 
vGPU profile types 
and memory sizes

Switch automatically 
between time-sliced 
and Multi-Instance

Media Engine can be 
consumed by vGPU 
profiles

Share GPU resources 
among graphics and 
compute workloads

ESXi

GPU ME
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16 vGPUs per
Virtual Machine

128 Passthrough
Devices

Configurable GPU Stun 
Limits for vMotion

GPU-Aware 
Workload Placement 
and Balancing
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VM

vGPU

ESXi

VM

vGPU

ESXi

VM

vGPU

ESXi

VM

vGPU

GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU GPU

Improve the ROI of Your AI Infrastructure
GPU-Aware Distributed Resource Scheduling

DRS will place workloads 
with similar profile 
requirements on the 
same hosts

Avoids fragmentation 
of GPU capacity

Get more from the 
resources you have



Security and 
Compliance
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Certificate & Cipher Suite Improvements
vSphere Security & Compliance

3072-bit 
Default Keys

Compliance-
Friendly Ciphers

Fast Certificate 
Replacement

TLS 1.3
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Isolate, Manage, and Secure NFS Storage Network Traffic
vSphere NFS Datastore VMkernel Binding

Bind NFS 
datastores to a 
specific 
VMkernel 
adapter

Isolate storage 
traffic for 
performance 
management 
and security
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Many Choices for Identity Federation
VMware Identity Broker (VIDB)

Identity Federation 
allows connections 
to enterprise 
identity providers 
(IdPs)

Supports multiple 
on-premises and 
cloud IdPs

Enables SSO, 
MFA, and modern 
authentication 
mechanisms



43
Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.

ptrace
execInstalledOnly
shell access
memEagerZero
RFC 3164/5234 logging
vmkaccess
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“An Ounce of Prevention is Worth a Pound of Cure”
Security Configuration Guides & Baselines

Easy-to-
understand 
hardening 
guidance

Now includes 
vSAN services

Maps differences 
to STIG and PCI

New scripts to 
audit and 
remediate!



Wrapping Up
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vSAN 8: Easy, Secure, Efficient, and Very Fast
Next-Generation Storage Built Right Into vSphere & Cloud Foundation

Up to 4x performance 
boost with tremendous 

space efficiency

Increased write 
buffer supports more 
intensive workloads

Native snapshots with 
minimal performance 

impact
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In Summary…
VMware vSphere 8

Supercharges 
Lifecycle 

Management

Accelerates 
Workloads

Protects 
Workloads & 

Data

Incredible 
Platform for 

AI/ML
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Please take 
your survey.
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Thank you
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