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• Certain information in this presentation may outline Broadcom's general product direction. 

• This presentation shall not serve to (i) affect the rights and/or obligations of Broadcom or its 
licensees under any existing or future license agreement or services agreement relating to any 
Broadcom software product; or (ii) amend any product documentation or specifications for 
any Broadcom software product. 

• This presentation is based on current information and resource allocations and is subject to change 
or withdrawal by Broadcom at any time without notice. 

• The development, release and timing of any features or functionality described in this presentation 
remain at Broadcom's sole discretion. 

• Notwithstanding anything in this presentation to the contrary, upon the general availability of any 
future Broadcom product release referenced in this presentation, Broadcom may make such 
release available to new licensees in the form of a regularly scheduled major product release. 

• Such release may be made available to licensees of the product who are active subscribers 
to Broadcom maintenance and support, on a when and if-available basis. 

• The information in this presentation is not deemed to be incorporated into any contract.

Disclaimer
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CIA Triad: Core Tenets of Information Security

Confidentiality

Protecting systems & 
data from unauthorized 

people & groups

Integrity

Preventing modification 
of data by unauthorized 

groups & systems

Availability

Ensuring that data is 
available to authorized 
parties when needed
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Introduction
Designing Hardened Systems
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What is “Hardening?”
Designing Hardened Systems

1

Requirements

2

Threats

3

Technical 
Controls

4

System
Design
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Regulatory Compliance Requirements?
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RPO & RTO?
Encryption?

Access Requirements?
Ability to Grow?
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Physical security?
Natural disasters?
Unique threats?
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Requirements + Threats + Technical Controls + System Design
Designing Hardened Systems

Technical Controls

Advanced parameters & specific settings

Easy to set and check

Security Configuration Guide,
DISA STIG & STIG Readiness Guides,
CIS Benchmark

Most settings are secure by default

Very binary (pass or fail, no in-between)

All technical, no people & process work

VCF.noBreaches = TRUE

Design

Use features and functions to improve security

Not easy; needs to be done early

All organizations are different

Many features need to be enabled, because of…

Tradeoffs & “Compensating Controls”

Lots of people & process considerations

Where trust is evaluated
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Requirements + Threats + Technical Controls + Design
Designing Hardened Systems

Technical Controls

Advanced parameters & specific settings

Easy to set and check

Security Configuration Guide,
DISA STIG & STIG Readiness Guides,
CIS Benchmark

Most settings are secure by default

Very binary (pass or fail, no in-between)

All technical, no people & process work

VCF.noBreaches = TRUE

System Design

Use features and functions to improve security

Not easy; needs to be done early

All organizations are different

Many features need to be enabled, because of…

Tradeoffs & “Compensating Controls”

Lots of people & process considerations

Where trust is established, or avoided
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Requirements + Threats + Technical Controls + Design
Designing Hardened Systems

Technical Controls

VMkernel.boot.execInstalledOnly = TRUE

vMotion Encryption = REQUIRED

vSAN Data-in-Transit = TRUE

etc. etc. x156

Design

Do you have N+1 capacity so you can patch?

What key provider should you use?

How much performance change is there by 
enabling vSAN data-at-rest encryption?

What perimeter security controls do you have?

Secure Boot doesn’t allow use of %firstboot

What do you mean the Domain Admins have 
access to VCF?

…and so on.
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Requirements + Threats + Technical Controls + Design
Designing Hardened Systems

Technical Controls

VMkernel.boot.execInstalledOnly = TRUE

vMotion Encryption = REQUIRED

vSAN Data-in-Transit = TRUE

etc. etc. x156

System Design

Do you have N+1 capacity so you can patch?

What key provider should you use?

How much performance change is there by 
enabling vSAN data-at-rest encryption?

What perimeter security controls do you have?

Secure Boot doesn’t allow use of %firstboot

What do you mean the Domain Admins have 
access to VCF?

…and so on.
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System Design Concepts
Designing Hardened Systems
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Regulatory compliance
isn’t security.

Compliance is always
a negotiation.
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Security always depends
on context.
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Security is always a tradeoff.

(Sometimes that tradeoff can be minimized, though)
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“Zero Trust”
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Physical Environment
Designing Hardened Systems





LCD displays 
leak information

Access to a 
power button? 

(Think stiff wire)

Could someone get 
a cable or device 

in there?

Bezels are a good 
idea, but those 

locks are terrible

Labels leak 
information

Reset the 
iDRAC/iLO? Trigger 

firstboot config?

Opportunity to 
reach in and yank 

stuff out, or hit PDU 
switch?

Come up from the 
raised floor, or down 

from the ceiling?

Heck, machine 
names leak info



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 32



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 33

There is such a thing as too 
much security, though

(Fancy locks need power & network, for example)
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Server Hardware
Designing Hardened Systems
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Secure Hardware Underneath Everything
VMware Cloud Foundation Security & Compliance

Management 
Controllers

UEFI Firmware 
Settings

Updating System 
Firmware
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.

4. Set NTP.
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.

4. Set NTP.

5. Set DNS.



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 46

Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.

4. Set NTP.

5. Set DNS.

6. Forward logs to your syslog server, set up email alerts.
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.

4. Set NTP.

5. Set DNS.

6. Forward logs to your syslog server, set up email alerts.

7. Make good authentication choices (long passwords, vaulted).
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Hardening Server Management Controllers for ESXi
VMware Cloud Foundation Security & Compliance

1. Deactivate everything you are not actively using: IPMI, VNC, Redfish, 
IPv6, SSH, Telnet, Remote Admin/RACADM, SNMP, Serial-over-LAN…

2. Deactivate the “OS Pass-through” or equivalent virtual NIC.

3. Deactivate the USB configuration settings.

4. Set NTP.

5. Set DNS.

6. Forward logs to your syslog server, set up email alerts.

7. Make good authentication choices (long passwords, vaulted).

8. Configure front-panel LCD displays & buttons wisely.
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Secure Hardware Underneath Everything
VMware Cloud Foundation Security & Compliance

Management 
Controllers

UEFI Firmware 
Settings

Updating System 
Firmware
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Legacy BIOS is 
deprecated in vSphere 8
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Servers are NOT delivered
with optimal firmware 

configurations for ESXi
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)
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Trusted Platform Module 2.0: Hardware
Not required, yet. It’s inexpensive. Make sure it’s in all new equipment.

1. Secrets, slow random 
number generator, and 
permanent key as ID

2. Serial device that sits on 
the system board (think 
“modem” – not fast)

3. Belongs to ESXi - no 
workloads can touch it!

4. Stores encryption keys 
for ESXi Configuration 
Encryption

5. Doesn’t help if your 
whole server is stolen

6. Easily cleared later
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)

3. Enable Intel SGX or AMD SEV-ES
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)

3. Enable Intel SGX or AMD SEV-ES

4. Enable Intel TXT
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)

3. Enable Intel SGX or AMD SEV-ES

4. Enable Intel TXT

5. USB only for keyboards, or deactivated.
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)

3. Enable Intel SGX or AMD SEV-ES

4. Enable Intel TXT

5. USB only for keyboards, or deactivated.

6. Enable all the performance options that are shut off!
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Hardening Server Hardware for ESXi
VMware Cloud Foundation Security & Compliance

1. UEFI Secure Boot

2. Enable the Trusted Platform Module (SHA-256, TIS/FIFO)

3. Enable Intel SGX or AMD SEV-ES

4. Enable Intel TXT

5. USB only for keyboards, or deactivated.

6. Enable all the performance options that are shut off!

7. Let ESXi control the CPU power states.



Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries. 60

Secure Hardware Underneath Everything
VMware Cloud Foundation Security & Compliance

Management 
Controllers

UEFI Firmware 
Settings

Updating System 
Firmware
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Being Flexible With Hardware
Future-Proof Your Ability to Change Quickly

1

Multiple
NICs

2

Empty DIMM 
Sockets

3

Empty Drive
Bays

4

Reserve 
Capacity
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Isolation Techniques
Designing Hardened Systems
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Isolation Decisions
VMware Cloud Foundation Security & Compliance

VLANs?

Separate NICs?

Firewalls?

ACLs?

VPNs?

Ingress?

Egress?

Routed?

Unrouted?
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Isolation Decisions
VMware Cloud Foundation Security & Compliance

VLANs?

Separate NICs?

Firewalls?

ACLs?

VPNs?

Ingress?

Egress?

Routed?

Unrouted?



Make sure you add “allow” 
rules before you add the 

any/any “deny” at the end!
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NSX Distributed Firewall can be
applied to nearly everything,
except ESXi, vCenter, SDDC 

Manager, and NSX itself.
(But you can use NSX Edge for that)
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Distributed Switch Traffic Filtering and Marking
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More Like ACLs than a Modern Firewall
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Isolation Decisions
VMware Cloud Foundation Security & Compliance

VLANs?

Separate NICs?

Firewalls?

ACLs?

VPNs?

Ingress?

Egress?

Routed?

Unrouted?
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Isolation Decisions
VMware Cloud Foundation Security & Compliance

VLANs?

Separate NICs?

Firewalls?

ACLs?

VPNs?

Ingress?

Egress?

Routed?

Unrouted?
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Should you put vCenter
in/on the same network as 

ESXi management?
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Common Security Zones in a Deployment, Ignoring Workloads
VMware Cloud Foundation Security & Compliance

1

Pure Internal 
to Cluster

2

Access by
Admins

3

Access by 
Non-Admins

4

Cluster-to-
Cluster

5

Trusted 
Systems
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Access Control
Designing Hardened Systems
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Access Control is
Everything
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Access Control
Includes Trust
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Things Your Identity Provider Can Do To You
Not “Zero Trust” At All

!
Change Group 
Membership

!
Reset User 
Passwords

!
Disable MFA 

and Other 
Controls

!
Cover Their 
Tracks By 

Deleting Logs
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Potential Designs for Authentication
VMware Cloud Foundation Security & Compliance

Local 
Authentication

Centralized 
Authentication

Dedicated 
Authentication
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How Do You Reduce Trust?
Reduce Overall Trust, Not Require More

VCF
Admins

IdP
Admins
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How Do You Reduce Trust?
Reduce Overall Trust, Not Require More

IdP
Admins

VCF
Admins
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA.
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Options For Enterprise Identity Federation in VCF
VMware Identity Broker (VIDB)

Microsoft AD 
over LDAPS

Microsoft
ADFS

Okta
Identity

Microsoft
Entra ID

PingFederate is also available in VMware vSphere
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panacea
[ˌpænəˈsiːə ]

A panacea is a remedy, solution, or cure-all 
for all diseases, problems, or difficulties.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA.

4. Restrict access to vCenter Server to only those who absolutely need it.
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vCenter Server is for
vSphere Admins

(Workload admins should RDP or SSH into their workloads directly)
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA.

4. Restrict access to vCenter Server to only those who absolutely need it.

5. Severely restrict direct access to ESXi. Drive access through vCenter & RBAC model.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA..

4. Restrict access to vCenter Server to only those who absolutely need it.

5. Severely restrict direct access to ESXi. Drive access through vCenter & RBAC model.

6. Also restrict access to other infrastructure systems’ management interfaces.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA..

4. Restrict access to vCenter Server to only those who absolutely need it.

5. Severely restrict direct access to ESXi. Drive access through vCenter & RBAC model.

6. Severely restrict access to other infrastructure systems’ management interfaces, too.

7. Reduce permissions for service accounts to the minimum needed.
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Know Exactly What Permissions Were Used
vSphere Privilege Recorder
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA..

4. Restrict access to vCenter Server to only those who absolutely need it.

5. Severely restrict direct access to ESXi. Drive access through vCenter & RBAC model.

6. Severely restrict access to other infrastructure systems’ management interfaces, too.

7. Reduce permissions for service accounts to the minimum needed.

8. Enable IdP advanced features like conditional access, geographic location, phishing-
resistant MFA (number matching), and device hygiene.
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vSphere Authentication & Authorization Best Practices
VMware Cloud Foundation Security & Compliance

1. Isolate from corporate/enterprise IdPs.

2. If reasonable, do authorization inside vSphere/VCF, not inside your IdP.

3. Use Identity Federation to introduce MFA..

4. Restrict access to vCenter Server to only those who absolutely need it.

5. Severely restrict direct access to ESXi. Drive access through vCenter & RBAC model

6. Severely restrict access to other infrastructure systems’ management interfaces, too.

7. Reduce permissions for service accounts to the minimum needed.

8. Enable IdP advanced features like conditional access, geographic location, phishing-
resistant MFA (number matching), and device hygiene.

9. Ensure access logs are being retained in your IdP, for as long as possible.
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Using Hardening Guidance
Designing Hardened Systems
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“An Ounce of Prevention is Worth a Pound of Cure”
VMware Cloud Foundation Security & Compliance

Easy to 
understand 
hardening 
guidance

Now includes 
vSAN services

Maps differences 
to STIG and PCI

New scripts to 
audit and 
remediate!
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Implementation Priority Helps Admins Prioritize
VMware Cloud Foundation Security & Compliance

P0

Do this first

Control does
not have a

secure default

P1

Do this second

Control is secure 
but default could 

be better

P2

Audit These

Default is secure 
but make sure it 

didn’t change

Advanced

Use Care

New and may 
have process or 

technology issues
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Center for Internet Security (CIS) Benchmark
VMware Cloud Foundation Security & Compliance

ESXi 8 
synchronized with 
our guidance

CIS Benchmark for 
ESXi 7 left as-is due 
to adoption

Only for VMware 
ESX! Does not 
include other 
components!
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US Department of Defense Guidance (DISA STIG)
VMware Cloud Foundation Security & Compliance

Intended for use by 
US DoD and 
affiliates

Official STIGs come 
from 
public.cyber.mil

Readiness Guides 
are materials that 
have or will be 
submitted

Need STIG Viewer 
to view
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Wrapping Up
Designing Hardened Systems
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Keep it simple;
Complexity is our enemy
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Don’t tie things
together unless you 
absolutely have to
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“Baby steps”
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https://bit.ly/vcf-security
Security & Compliance Resources for VMware Cloud Foundation
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Please take 
your survey.

Broadcom Proprietary and Confidential. Copyright © 2024 Broadcom. 
All Rights Reserved. The term “Broadcom” refers to Broadcom Inc. and/or its subsidiaries.



112

Thank you
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